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• Data Management Policies
▫ Federal Government ‘Open Data Policy’
▫ EPA Quality System Documentation
▫ NSF & NIH Grant Stipulations

• Data Management System (DMS)
▫ File-Folder Structure vs. Integrated Solutions

• Data Management Plan (DMP)
▫ Data Management Planning and Implementation
▫ DMP Template for Ecological Restoration

Data Management Planning
Outline:
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Federal Government ‘Open Data Policy’
• project-open-data.cio.gov

EPA Quality System Requirements
 epa.gov/quality

National Science Foundation
 nsf.gov

National Information Standards Institute
 niso.org

Developing and Implementing a Data Management Plan
 dataone.org
 usgs.gov/datamanagement
 lib.umn.edu/datamanagement
 dcc.ac.uk/resources/how-guides/develop-data-plan

On-Line Resources:
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Data Management Policies

project-open-data.cio.gov

Federal institutions 

are REQUIRING 1-2 

page synopsis of data 

management planning 

to be submitted as 

part of grant requests.
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• File-Based ‘Folder’ Data Management

Data Management Systems (DMS)

MS Window® 10

WiFi Connectivity (e.g., ODBC and MySQL)

Source: Modified from Kolb et al., 2013.

Consideration or System 
Feature File-Folder Structure

Integrated Systems
Desktop Relational 

Database
Enterprise Relational 

Database

Data Management System None Centralized Decentralized

Example Applications
OS1, Excel, Lotus 123, 
Quattro Pro

Access, Microsoft SQL, 
Express, SQLLite

SQL Server, Oracle, 
PostgreSQL, MySQL

Technical Capacity Basic Intermediate Advanced
Desktop or Server-based Both Both Server-based
Spatially Enabled No Optional Optional
Security Options Low Moderate High
Multiuser Data Entry No No Yes
Size of Data Set Unlimited Limited Unlimited
Web-based Optional No Yes
Cloud-storage Use Optional Optional No
Cost of Development Low Intermediate High
Level of Programming Basic Intermediate Expert
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Data Management – in Ecological Restoration

Levels of Organization (Implementation)
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A) Decentralized DM
• Data Collection – implementation 

of SOPs and QA/QC oversight by 
collaborating institutions across 
multiple regions

B) Centralized DM
• Data Entry – data submitted to a 

centrally managed DMS by field 
crews or research laboratories

C) Distributed DM
• Data Reuse – redistribution and 

application of shared data by 
independent institutions or 
individualsA) Decentralized B) Centralized C) Distributed

www.itrelease.com



The effective management and preservation of project data for primary and secondary uses 
are, by definition, quality assurance strategies – to preserve is to protect.

Data that are preserved are data that can be shared. 



Data Management Plan Template
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Quality Assurance
Document & 

Create Metadata
Data Backups

Sharing & 
Reuse

Project 
Description, 

Administration & 
Requirements

Preservation & 
Archiving

Processing & 
Analysis

Organization, 
Storage & 
Security

Acquisition & 
Collection

DMP Template Elements:
▫Description & Administration

▫Acquisition & Collection

▫Organization, Storage & Security

▫Processing & Analysis

▫Preservation & Archiving

▫Sharing & Re-Use

Co-occurring elements
▫Quality Assurance*

▫Documentation & Metadata*

▫Data Backups (and security)

Data Management Plan (DMP) Implementation
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Data 
Management 
System

Long-term Data 
Stewardship



Key Elements to Include in 
Your

Data Management Plan

*Copies of this DMP 
Template are available 

near the entrance to the 
session room

Data Management Plan Elements
▫Description & Administration
▫Acquisition & Collection
▫Organization, Storage & Security
▫ Processing & Analysis
▫ Preservation & Archiving
▫ Sharing & Re-Use
Co-occurring Elements:
▫Quality Assurance
▫Documentation & Metadata
▫Backup & Security

The who, what, where, when and why 
of project management.
 Managing organization, including 

roles and responsibilities of key staff 
involved in data management

 Summary of project goals and 
objectives, geographic scale and 
timeline

 Funding institutions and key policy 
stipulations

 Established ‘data-use agreements’ 
and proprietary interests
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Data management roles 
and responsibilities 
should be assigned 
throughout the project’s 
organizational structure

Planning and 
Organizational Structure



What are the data, how are they 
acquired or collected?

 Type and volume of data expected to 
be acquired and generated

 Secondary data sources, and logical 
rules guiding acquisition

 Methods (SOPs) of collection of 
primary data sources

 Data management training

 Analytical laboratories

 Specialized instrumentation

Data Management Plan Elements
▫Description & Administration 

▫Acquisition & Collection
▫Organization, Storage & Security
▫ Processing & Analysis
▫ Preservation & Archiving
▫ Sharing & Re-Use
Co-occurring Elements:
▫Quality Assurance
▫Documentation & Metadata
▫Backup & Security
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Data Recorded on Hardcopy or 
Electronic Data Form

Data Recorded From/By 
Calibrated Electronic Instrument

Sample Documented and 
Handled Following Protocol

SAMPLES 
SHIPPED

Data Package 
Returned to Crew 

Leader for 
Corrections

Crew Leader Submits Data Package*
to QA Manager

Data Package Reviewed by QA Manager for 
Legibility, Accuracy and Completeness

Hardcopy Data 
Transcribed into 

Electronic Format

Electronic Data Records Reviewed by QA Manager 
for Accuracy, Consistency and Completeness

[DOCUMENT REVIEW OUTCOMES IN METADATA]

QC 
FAILED

QC 
FAILED

Single- or Double-
Entry Reconciliation

M
IS

M
EA

SU
RE

M
EN

T 
/ M

IS
SI

N
G

DA
TA

CO
RR

EC
TI

O
N

S

NON-MEASUREMENT 
CORRECTIONS

Electronic Data Records Submitted for Database 
Integration and Additional QA/QC Data Review

for Data Quality Documentation and Certification

QC 
FAILED

Laboratory Analysis 
and Results

Lab QA Manager 
Review

RECONCILE 
DISCREPANCIES

Laboratory Submits 
Report

PRIMARY 
DATA 
FLOW

FEEDBACK 
LOOP

Electronic Data 
Transferred from Device

Hardcopy Forms 
Scanned

QC 
FAILED

collected samples are shipped to 
laboratory for analysis

Recorded Data Reviewed by Crew Leader for Legibility, 
Accuracy and Completeness Prior to Departing Sample Unit 

Location
Schematic diagram illustrating 
data management and QA/QC 
(white shaded) procedures

Example Process Schema

susitna-watanahydro.org

epa.gov invensis.net

From Field 
to Office
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How, where, and with what are data 
stored, managed, and secured?

 Data Management System (DMS)

 Logical work flows to guide storage of 
‘raw’ and processed data

 Hard-copy documentation – data 
forms, log books, custody forms

 Filename conventions, version 
control and backup and restore plans

 Policies guiding data read/write 
access and censorship

Data Management Plan Elements
▫Description & Administration
▫Acquisition & Collection
▫Organization, Storage & Security
▫Processing & Analysis
▫ Preservation & Archiving
▫ Sharing & Re-Use
Co-occurring Elements:
▫Quality Assurance
▫Documentation & Metadata
▫Backup & Security
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Data Management System

Project documentation 
provide important details 
informing DMS development

 Type and volume of data to 
be collected

 Hierarchy of sampling units
 Spatial and temporal 

scale/resolution
 Domain ranges and valid 

values

Policies
• Institutional Requirements
• Funder Requirements
• Collaborator Proprietary Interests

Project 
Proposals

• Project Extent
• Monitoring Timeline

Quality 
Documents

• Sampling Objective 
Statements

• QC Sampling

SOPs & 
Data Forms

• Variables
• Format & Units
• Value Range & Validation

Instrument 
Manuals



Policies and procedures involved in 
data manipulation.

 Electronic data-entry and digital file 
transfer protocols

 Logical workflows to guide data 
reduction and metric calculation

 Design and use of database tables 
and spreadsheets

 Computer/software utilities and code 
used in processing and analysis

 Statistical models and tests used to 
validate assumptions

Data Management Plan Elements
▫Description & Administration
▫Acquisition & Collection
▫Organization, Storage & Security
▫Processing & Analysis
▫Preservation & Archiving
▫ Sharing & Re-Use
Co-occurring Elements:
▫Quality Assurance
▫Documentation & Metadata
▫Backup & Security
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Scientific Instruments

Electronic Data Conveyance

solinst.com S. Stevens, NPS

GPS Instruments Mobile Devices

Develop standard protocols to guide users in the 
digital transfer of electronic data between devices 
and the data management system (DMS)

• File-naming conventions
• Data format (e.g., raw, converted)
• Device settings & metadata
• Archive original (raw) files



▫Description & Administration
▫Acquisition & Collection
▫Organization, Storage & Security
▫ Processing & Analysis
▫Preservation & Archiving
▫Sharing & Re-Use
Co-occurring Elements:
▫Quality Assurance
▫Documentation & Metadata
▫Backup & Security

Enhancing data value by making data 
available for future and secondary 
uses.

 Policies that guide data sharing for 
intended primary applications and 
secondary re-use

 Identify ‘Community of Interest’

 Data exchanges and repositories

 Control of access to ‘sensitive 
information’ (censorship)

 Digital Object Identifiers (DOI)

Data Management Plan Elements
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Digital Data Archives and Repositories

• Gulf of Mexico Coastal Ocean Observing System (GCOOS) Data Portal
data.gcoos.org

• Gulf of Mexico Research Initiative Information and Data Cooperative (GRIIDC)
data.gulfresearchinitiative.org

• NOAA’s Data Integration Visualization Exploration and Reporting (DIVER) Explorer
diver.orr.noaa.gov

• EPA’s Water Quality eXchange (STORET/WQX)34 data systems 
epa.gov/waterdata/water-quality-data-wqx

• Data.Gov U.S. Government Open Data - data.gov

• Knowledge Network for Biodiversity - knb.ecoinformatics.org

• Dryad Digital Repository - datadryad.org

DATA

VALUE

QUALITY



▫Description & Administration
▫Acquisition & Collection
▫Organization, Storage & Security
▫ Processing & Analysis
▫ Preservation & Archiving
▫ Sharing & Re-Use
Co-occurring Elements:

▫Quality Assurance
▫Documentation & Metadata
▫Backup & Security

On-going activities to maintain data 
quality, ease of use, and protection.

 Ensuring data reliability and logical 
consistency.

o QA strategies that maintain data 
integrity across all DM activities

 Creating a ‘fingerprint’ to identify 
and describe your data.

 Securing and protecting data for 
intended use and secondary 
application (re-use).

Data Management Plan Elements
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Summary

• Data management planning should be considered equally important as other 
best practices conducted in ecological restoration

• Data management planning involves 3 principle components:

1) data management policy,

2) data management system (DMS), and

3) a data management plan.

• Data management planning should be comprehensive and address all data 
management needs throughout the data life-cycle

• Data stewardship includes preservation and archival to facilitate data sharing 
and reuse
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Questions ?

• DMP Template Handout* (near room entrance)

Brick Fevold, GDIT

Email: brick.fevold@gdit.com

* Comments welcome through 2018
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